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In the multi-thread environment like Linux, a fast user-level mutual exclusion
mechanism is strongly required. But MIPS chips designed for embedded and

single processor,

like the Emotion Engine, have no atomic test-and-set

instruction. We implemented the fast user-level mutual exclusion without
invoking system-call and its costs, on the PS2 Linux. This method utilizes the
memory protection facility of Operating System, to detect preemption and
nullify the operation. In this paper, we present the method and its evaluation.
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while (tst(&mutex_var)) ;
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mut ex_var =0;

Figure 1. Usage of test and set
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tst_nonatomic: /1 a0 is address of nutex var.

I w v0, (a0) :// vO = *ao0;
li to, 1 /1 to =1,
bnez vo, 1f // if vO!=0goto 1
nop
Sw t0, (a0) :// *a0 =10;
1:
jr ra /1 return vO

nop
The surrounded operation nust be atomc.

Figure 2. Non-atomic (flaw) test-and-set
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Proc. A Kernel Proc. B

lw v0, (a0)
li to, 1
bnez v0, 1f
/1 (not taken)

lw v0, (a0)
I to, 1
bnez vo, 1f
/1 (not taken)

/1l return O

Figure 3. Senario of race condition
with non-atomic test-and-set

1.2 test-and-set AT

7 R w77 test and set D7=DIT, %< DA

CPU ICHEHm AN HEINLDS. MIPS 2 ISA
(Instruction Set Architecture) ® CPU TiZ 7 FI v
7 REERRRES 57212 1l (Load Linked), sc (Store
Conditional) S 3]2HE SN TV 5. 413, Zh
Zffi~7- test and set DI TH 5. CPUIL Il T m—
RL7EEDT RLAZRZTEY, sc #F4795FT
DRI CPU 8 Z DU EZ AR ZAT S 12Dy, i
SADVEL & AT, sc TEXIALEZFTHRN.

0

tst:

/1 a0 is address of nmutex var.

I v0, (a0)i // vO = *a0

li to, 1 i//to=1
bnez vo, 1f i // if vO!=0goto 1
nop H

sc t0, (a0)i// (*a0 =10, t0=1), if the
i |/ surrounded operation is atonic.

/1 Qtherw se t0=0
beqz tO0, Ob /1 if ('t0) goto O
nop
j ra /'l return v0

Figure 4. Test-and-set using Il and sc
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hal t:
di /1 disable interrupt
b halt // goto halt
nop

Figure 5. Halting entire system
using DI instraction
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start:

<b[i]=true>;

<X=i >;

if (<y!=0>) {
<b[i]=fal se>;
awai t (y==0);
goto start;

}

<y:i >:

if (<xt=i > {
<b[i]=fal se>;

for (j=1; j<=N;, j++) {
awai t (1b[j]);

}
if <yl=i>{
awai t (y==0);
goto start;
}
}
CRI TI CAL SECTI ON
<y:0>;
<b[i]=fal se>;

i © OwWn process nunber

X, y : shared state variabl es

b[i] : shared bool ean variables, initaily set to fal se
<> : denotes atom c operation

Figure 7. Lamport's Fast
Mutual Exclusion Algorithm
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flaw tst: /1 a0 is address of nutex var.
| ui t0, %i (preenpted)
addui t0, % o( preenpted)
Sw zero, (t0) // preenpted = 0;
dolw v0, (a0) :// vO = *a0;
o i t1, 1 s/l tl =1,
. bnez v0, 1f /1 if vO!=0 goto 1;
i nop :
tosw tl, (a0) :// *a0 =t1l
IRV t2, (t0) :// t2 = preenpted
i nop :
/1 if (t2!=0) goto flaw_ tst
bnez t2, flaw tst
nop
1:
ip ra /'l return vO;
nop

The kernel always sets non-zero val ue to 'preenpted
ontransit to the user node.

Due to lack of nullifing store operation, this flaw tst()
may fail, if preenpted in the surrounded portion.

Figure 8. Preemptition sensitive (flaw) test-and-set
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tst: /1 a0 is address of nutex var.
nove k1, a0 /1 k1 = a0

I'w v0, (a0) :// vO = *a0
nop
bnez voO, 1f // if vO!=0goto 1
nop
li to, 1 /1 t0 =1

Sw t0, (k1) :// *a0=tO, if the surrounded

/] operationis atomic.
/1 Otherw se goto tst.

1:

j ra /1 return vO
NOTE:
The kernel always sets ACCESS_MAG Cto k1, on transit
to the user node. The SEGV exception handl er detects
witing to ACCESS MMAG Cin tst(), then it makes tst()
restart.

Figure 9. Test-and-set without Il and sc
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Figure 10. Restarting tst()
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tst: /1 a0 is address of nmutex var.
move k1, a0
Iw v0, (ao) :// vO =*a0
li to, 1 s/ t0=1
bnez vO, 1f ¢// if vO!'=0 goto 1
nop
bne k1, a0, tst :// if k1l != a0 goto tst
nop :

t /1 *a0=t0, if the surrounded
: /I operationis atonic.

..............................

jr ra
nop

Figure 11. Revised test-and-set without Il and sc
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Figure 12. Elapsed time of simple operation
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Table 1. Comparison of footprint
(unit: Kbyte)
kl/magic di/ei lamport sggﬁ:‘m
library 0.68 0.29 12.70 0.08
daemon — — 1.66 —
module 2.34 — — _
kernel 0.16 0.04 — 0.49
total 3.18 0.33 14.36 0.57

Not e: Snuml |l er val ue neans better result.
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Table 2. Comparison of feature

k1l/magic di/ei lamport system
call
Safety Safe UNSAFE Safe Safe
Efficiency

(Speed) Excellent | Excellent Good POOR
Resource Easy Easy DIFFICULT un-
handling _— necessary

Foot- -

print Mideum Small Large Small

Not e: Underlined itemneans serious di sadvant age.
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